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CAREER IN ETHICAL HACKING

+ Ethical hacking careers are in high demand, with

organizations seekin, ed professionals to - 3 WEB s EC U R lTY:
secure their digital . - - PROTECTING YOUR

* An cybersecurity expert with just 2 - 5 years of f
experience can get Z5,00,000 - ¥10,00,000 per > |
year. T . ; ONLINE PRESENCE
« Ethical hacking skills
providing opportunities for international career
growth and collaboration.
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PHISHING

Phishing is a type of social
engineering attack where attackers
trick users into giving away sensitive
information such as usernames,
passwords, and credit card details.

yare is a type of software
ed to harm your computer or
sensitive information. Tl an
include viruses, spyware, trojans, and
ransomware.

COMMON SECURITY THREATS
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SQL INJECTION

In SQL injection attacker manipulates a
web application's input fields to execute
malicious SQL commands, potentially
leading to unauthorized access or data
manipulation within the application's

database.
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English (United States)

PASSWORD SECURITY BEST PRACTICES

v Create strong and unique passwords
v’ Avoid password reuse

v’ Implement multi-factor authentication (MFA)

v' Use a password manager

v’ Avoid sharing passwords with others
v’ Be mindful of public Wi-Fi

v’ Change your passwords regularly
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Networks :-

A Group of two or more similar things or
people interconnected with each other is
called Network
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What is Computer Networks ?

Computer Networks :-

A Group of two or more computer
interconnected with each other.
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+#Introduction to Computer
Network

++ Types of Networks

**Networks Devices

* Networking topologies

+*ldentifying Nodes in a
Networked communication

+*#*Domain Name System
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Wide Area Network (WAN)

Wide area network contain computer and
other LANs and MANs which are spread
across different geographical location of a
country or in different countries or
continents. AWAN could be formed by
connecting a LAN to other LANSs via

wired/wireless media. “:“
The inter is a largest WAN that connect o

billons smartphones and millons of LANS

from differents continents. MIIKHIITWII]

STARTOPOLOGY :

In star topology all nodes are connected
with the central device called hub and
the sharing of data is only possible
through hub

_./

- Domain Name System (DNS) :

The Internet is a vast ocean of information, with millions of websites stored on
servers connected to an IP address. To access a website, we need to enter its IP
address on our web browser. Domain names, or hostnames, are assigned to
unique IP addresses assigned to each server, making it easier to remember
names. Examples of domain names and their mapped IP addresses include

=

TREETOPOLOGY :

In this topology ,all the nodes are

ncert.nic.in, cbse.nic.in, and wikipedia.org.

3 Domain Name IP Address
conn:ct?i Ilkefabbranc:e: of{a trele,Th>e Q ;] ncert.nic.in 164.100.60.233
C 1 1on of bus and star topolo; Is Tree Topolog
e RO " cbse.nic.in 164.100.107.32
called tree topology
Mhrd.gov.in 164.100.163.45
Wikipedia.org 198.35.26.96
MESHTOPOLOGY : *D. in N s
MESH TOPOLOGY o .
In this topology , each an every node 7 REERAInINAme sever :
is directly C°""Ec‘fed with each other {—] = ADNS server is responsible for domain name resolution, which involves obtaining
,s0 we can send directly send the the IP address corresponding to a web server's name. The HTTP protocol retrieves
data to the destination machine this information from the DNS server, which maintains a database of domain
without going to intermediate [—] =] names and their corresponding IP addresses. The DNS servers are placed in

machine .

hierarchical order, with 13 root servers at the top and other servers below.
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